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MITRE completed a three-month study to assess the state of the practice in staffing levels for maintaining a com¬ 
puter-networking infrastructure (CNI). The state of the practice was determined by looking at technical papers on 
the subject, conducting organizational and technical-expert surveys, and looking at software models that attempt to 
predict staff ng levels. There were very few quantitative heuristics available in the literature; however, the data did 
show that typical CNIs have a 1:42 ratio of support staff to users. That is, one full-time equivalent of CNI staffing 
per 42 users for a typical CNI. This number can vary, up or down, by 17 percent or more depending on the details 
of the CNI. The Department of Defense, as well as the private sector, can use the results of this study to predict ini¬ 
tial CNI support levels, to support their current level of staffing, or to justify an increase or decrease in staffing. 
Additionally, this paper breaks down CNI support into four major areas: systems administration, hardware main¬ 
tenance, help desk, and configuration management, and provides ratios for predicting each of them within a typi¬ 
cal CNI. 


H aving the appropriate manpower to 
maintain a given computer-net¬ 
working infrastructure (CNI) is an 
important factor to consider since only 
26 percent of a local access network’s 
total cost of ownership (TCO 1 ) is hard¬ 
ware, while the remaining 74 percent is 
labor [1], Of the 74 percent for labor, 
typically 43 percent is for end-user oper¬ 
ations, 17 percent for technical support, 
and 14 percent for administration [1], 
Other common reasons for having an 
accurate, up-to-date figure deal with 
budgeting, reliability, and quality. If an 
organization’s CNI staffing levels are too 
high, then it wastes resources. If the 
staffing levels are too low, then response 
times, reliability, and end-product quali¬ 
ty suffers; overtime is too high; and 
workers leave for a better working envi¬ 
ronment (since at present, the demand is 
considerably greater than the supply). 

Every organization within the 
Department of Defense (DoD) has to 


estimate staffing levels (manpower) for 
maintaining their CNI. This activity 
takes place on a regular basis for most 

“Therefore, even if the 
data accurately portrays 
the state of the prac¬ 
tice, it may not portray 
the optimum, since the 
state of the practice 
may not be optimal. ,, 

organizations whether part of the DoD 
or the private sector. While not a fasci¬ 
nating or appealing topic of research for 
many people, manpower-sizing predic¬ 
tions are a critical part of planning. 
Therefore, at the request of its DoD 
sponsors, MITRE conducted a three- 


month study to try to determine the cur¬ 
rent state of the practice in CNI staffing 
levels. The focus was primarily on the 
private sector. However, the study also 
looked at some DoD-based data. 

This article is a sanitized version of 
the study’s full report [2]. Due to the full 
report’s sensitive nature and critical views 
in certain areas, this article maintains the 
anonymity of informational sources. 
Such an approach was necessary to 
obtain honest data. 

For purposes of this study, MITRE 
determined the state of the practice by 
collecting information from the follow¬ 
ing sources: recent technical papers (most 
within 24 months), organizations cur¬ 
rently supporting CNIs, technical 
experts currently working in the field, 
and current modeling tools. 

Current CNI Staffing 
Practices 

This section lists the data that MITRE 
collected from the four sources men¬ 
tioned previously. After discussing the 
data from these four areas, a section 
removes the outliers to show how well 
the data tightens up. There are some peo¬ 
ple who will have problems with drop¬ 
ping the outliers for statistical reasons; 
however, the whole purpose of dropping 
the outliers is not to present any kind of 
statistical proof. Instead, it is merely to 
show the effect such changes have on the 
averages and standard deviations of the 
remaining data. Such comparisons are 
very useful to certain organizations. 

Table 1 is a list of the data MITRE 
collected. The next few sections reference 
this data in more detail; however, there 
are a few things worth mentioning. First, 
as the table shows, the deviations are too 


Table 1: CNI Staffing Data Collected 


Type of Data 


Source of Data 

Number of Users Per FTE of CNI Support 




Systems 

Administration 

Help Desk 

Hardware 

Maintenance 

Configuration 

Management 

Technical 

1. Lucent INS [31 

155.2 

113.8 

284.5 

853.5 

Papers 

2. 

Gartner #1 [41 

106.7 

77.6 

106.7 



3. 

Gartner #2 [5-61 

247.8 

60.0 




4. 

PC Week 171 


86.0 




5. 

IDC [8] 


99.0 



Org. Surveys 

6. 

DoD 

103.3 

110.7 

106.9 

442.9 


7. 

Private A 

80.0 

80.0 

80.0 



8. 

Private B 

71.0 


71.0 


Technical 

Expert 

9. 

DoD Sector 

426.8 

81.3 

213.4 

284.5 

Surveys 

10 

Private Sector 

227.6 

136.6 

162.6 

227.6 

COTS 

Modeling 

11 

Run A 

92.1 

376.0 

305.9 

388.0 

Tools 

12 

Run B 

80.8 

199.4 

193.1 

292.8 

Mean (Average) 


159.1 

129.1 

169.3 

414.9 

Standard Deviation 


112.9 

90.2 

86.6 

228.4 

Percent Standard Deviation 

71.0 

69.9 

51.1 

55.1 
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loose. Dropping a few outliers within the 
four areas of CNI support can tighten 
them. The numbers, however, still show 
useful similarities. For example, the aver¬ 
ages between systems administration, 
help desk, and hardware maintenance are 
relatively close to each other but consid¬ 
erably smaller than configuration man¬ 
agement. Second, the statistical means 
for all four areas seem reasonable and in 
general agreement. Third, the standard 
deviations (as a percent of the mean) are 
very high. When combining data from 
the four areas (see Table 2), the percent¬ 
age drops drastically. While MITRE did 
not investigate this drop, there are two 
potential reasons: an inadequate under¬ 
standing of one or more of the four areas 
by some or all of the sources, and a dif¬ 
ferent operational definition of these 
terms. 

Each ratio in Table 1 represents how 
many users one full-time equivalent 
(FTE) of CNI staffing can support for a 
given area. For example. Lucent’s paper 
[3] recommends one help-desk FTE per 
113.8 users. The shorthand for such a 
ratio, in this article, is 1:113.8. 

Technical Papers 

Of the 29 papers reviewed, only six 
papers [3-8] contained sufficient infor¬ 
mation to be useful for predicting CNI 
support levels. MITRE collected the six 
papers into five groups (see Table 1) com¬ 
bining the two Gartner papers. Worth 
noting on the Gartner papers is that their 
data on systems administration differs 
between these papers by a significant 
amount: 1:106.7 versus 1:247.8. The 
papers did not explain the reasons for 
this difference. 

As Table 1 shows, the help-desk area 
receives the most research. Almost every 
source of data has recommendations for 
help-desk staffing, and the mathematical 
mean of their recommendations is 1:87.3 
(one help-desk staff for every 87.3 users) 
with a standard deviation of 20.3 users. 
Therefore, depending on the CNI’s envi¬ 
ronment, the typical number of help¬ 
desk staff can range from 1:66.8 up 
through 1:107.8. 

With three data points, systems 
administration is the next most heavily 
discussed area among the sources. The 
mathematical mean of the ratios is 
1:169.9 with a standard deviation of71.7 
users. One advantage of the technical 
paper data is that companies often con¬ 
sider it more accurate than other sources 
of data. Therefore, when other sources of 



COTS 
Model 
Run A 

Lucent 

Paper 

Gartner 

Paper 

#1 

Gartner 

Paper 

#2 

DoD 

Org. 

Survey 

DoD 

Expert 

Survey 

Private 

Sector 

Expert 

Survey 

COTS 
Model 
Run B 

Mean 

Std. 

Dev. 

Users 

per 

FTE 

51.6 

50.2 

31.6 

48.2 

33.0 

43.8 

44.9 

38.5 

42.1 

7.3 


Table 2: Summary of Composite Ratios 


data start to show similarities to the tech¬ 
nical papers, they tend to confirm each 
other’s validity. 

However, relative to other areas, the 
technical papers ignore both hardware 
maintenance (HM) and configuration 
management (CM). Only two papers 
contained hardware maintenance recom¬ 
mendations, and only one paper con¬ 
tained configuration management rec¬ 
ommendations. 

“If an organization’s 
CNI staffing levels are 
too high, then it wastes 
resources. If the staffing 
levels are too low, then 
response times, 
reliability, and 
end-product quality 
suffers; overtime is too 
high; and workers leave 
for a better working 
environment. ,, 


Organizational Survey 

The organizational surveys represent data 
from existing organizations — some from 
the private sector and one from the 
Department of Defense (DoD). Unfort¬ 
unately, in soliciting participation, none 
of the private-sector organizations were 
willing to participate openly. So MITRE 
submitted the survey anonymously to a 
different set of private-sector organiza¬ 
tions in order to gain some unofficial 
information. MITRE obtained a few 
responses, but only two of them had 
enough clients and servers to be useful 
for this study. In general, the private-sec- 
tor data has limited application since 
MITRE obtained data from small CNIs 
and obtained only two somewhat useful 


responses. As for the DoD, MITRE ran 
into the same problem with the excep¬ 
tion of one very large DoD organization, 
which was willing to share its informa¬ 
tion. Since this study focuses on private- 
sector data, one data point here was suf¬ 
ficient. 

Table 1 also summarizes the data 
MITRE collected from its organizational 
surveys. The mean systems administra¬ 
tion (SA) ratio (1:84.8) and the standard 
deviation (16.7 users) are much larger 
(i.e., more FTEs) than are those of the 
technical papers. The data seems to show 
a large disconnect between the technical 
papers and actual practice for SA. 
MITRE did not investigate potential 
causes of this difference, but one possi¬ 
bility is that the research centers are over¬ 
ly optimistic. Another possibility is that 
this data does not accurately reflect what 
organizations (in general) are actually 
doing (i.e., since the sample space is so 
small, it is not accurately showing the 
state of the practice). The numbers for 
help desk (HD) need no comment, since 
they are in general agreement. As for HM 
and CM, the ratios, again, are larger than 
those of the technical papers. Again, 
MITRE did not investigate the reasons 
for this difference but the same possibili¬ 
ties exist. 

From Table 1, one can see how close¬ 
ly the ratios for SA, HD, and HM are to 
each other for each of the organizations. 
The private sector explains that they view 
the three areas as having overlapping tal¬ 
ent because data points are such small 
CNIs. For the DoD data set, the organi¬ 
zation has such specialized systems that 
they require a large number of SAs, thus 
pushing the SA ratio close to the other 
two ratios. Without some compelling 
need (such as the previous examples), an 
organization would not have as many SA 
staff as HD staff. 

Technical-Expert Surveys 

The technical-expert surveys represented 
best guesses at how experts might staff a 
sample CNI. For this survey, MITRE 
used a CNI containing approximately 
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Type of 
Data 

Source of Data 

Number of Users Per FTE of CNI Support 

Systems 

Administration 

Help Desk 

Hardware 

Maintenance 

Configuration 

Management 

Technical 

Papers 

1. Gartner #1 [41 

106.7 

77.6 

106.7 


2. Gartner #2 [5-61 

247.8 

60.0 



3. PC Week [71 


86.0 



4. IDC [8] 


99.0 



Org. 

Surveys 

6. DoD 

103.3 

110.7 

106.9 

442.9 

7. Private A 

80.0 

80.0 

80.0 


8. Private B 

71.0 


71.0 


Technical 

Expert 

Surveys 

10. Private Sector 

227.6 

136.6 

162.6 

227.6 

COTS 

Modeling 

Tools 

12. Run B 

80.8 

199.4 

193.1 

292.8 

Mean (Average) 

Standard Deviation 

Percent Standard Deviation 

131.0 

106.2 

120.0 

321.1 

74.2 

44.3 

48.0 

110.4 

56.6 

41.7 

40.0 

34.4 


Table 3: The Data Without Outliers 


100 servers, 1,000 clients, and 1,100 
users. One expert from the private sector 
and one from the DoD answered the sur¬ 
vey. Per the agreement on the survey, 
both respondents remain anonymous. 

Table 1 (see page 22) summaries the 
data from the two expert-opinion 
responses. The largest deviation between 
the two sets of answers is in the SA area, 
where the DoD expert’s estimate is 
almost twice the private-sector experts 
estimate. There are also some drastic dif¬ 
ferences between the intra-organizational 
ratios. For example, the DoD response 
shows a clear spread between all four 
areas of CNI support with SA at the top 
of the graph and HD at the bottom. 
While the private-sector response is not 
as drastic, there is still a larger spread 
than found in the organizational survey. 

Modeling 

The modeling results represent data col¬ 
lected by taking the same scenario as the 
technical-expert surveys and running it 
through one of the well-known COTS 
modeling tools. Again, tool and vendor 
are anonymous. 

Table 1 contains the data from two 
separate runs of the model: Run A views 
the CNI from a better light than run B 
(more details on this below). SA is very 
close between the runs. However, the 
other areas have a much larger deviation 
as the table shows. These differences are 
due to how the two sets of inputs charac¬ 
terized the scenario’s CNI with respect to 
best practices and complexity, which are 
essential input parameters to the COTS 
model in question. Run A characterized 


the scenario’s CNI as more advanced with 
respect to best practices than run B. Run 
A also characterized the scenario’s CNI as 
less complex than run B. The two runs 
provide some insight into how these 
parameters affect the modeling tool and 
thus affect the staffing levels, which the 
model predicts. 

Note that the tool’s values for HD are 
significantly different from all other 
sources of values for HD. With a HD 
ratio of 1:376, the author believes the 
tool is modeling more of a customer-serv- 


the help-desk area 
receives the most 
research ... and the 
mathematical mean of 
their recommenda¬ 
tions is 1:87.3 ... with a 
standard deviation of 
20.5 users.” 


ice center rather than a true help desk. 
The same holds true for HM. Since the 
vendor has no official tool validation, this 
issue may be a software error. Although 
this research strived to eliminate any dif¬ 
ferences between definitions, there may 
be a disconnect between the tool’s termi¬ 
nology and those used in this article. 
That is, what the t00 j considers part of 
the HD support, this article may consid¬ 
er to be in some other category. These 
mapping issues are always a source of 
potential differences. However, these dif¬ 


ferences go away when combining the 
data as Table 3 shows. 

The Outliers 

As the previous section mentioned, there 
appears to be some obvious outliers in the 
data. This section removes some of those 
outliers merely to show the effects on the 
data - both numerically and visually - 
since some organizations find such infor¬ 
mation useful. 

Table 3 removes three outliers from 
the data set. The table drops the data 
from the Lucent paper due to its very 
small ratios for HM (1:284.5) and CM 
(1:853.5). The ratio of one CM person 
per 853 users is significantly different 
from all other data points for this area. 
Next, the table drops the DoD experts 
data, since it had a very small SA ratio 
(1:426.8) relative to all other data points. 
Lastly, the table drops the values from 
run A of the COTS modeling tool since 
it had very low ratios for HD, HM, and 
CM relative to the other sources. 

Composite View of the Data 

To remove potential differences between 
how the sources used terms (such as SA, 
HD, HM, and CM) and to provide an 
easy metric for predicting staffing sizes 
for CNI support, this section combines 
the data producing an overall FTE-to- 
user ratio. The author picked users (ver¬ 
sus something like servers or clients), 
because most research in the field uses 
this same unit of measure (i.e., FTEs per 
number of users). In some cases, such as 
systems administration, logic dictates 
that a different unit of measure (e.g., 
FTEs per number of servers) is best; how¬ 
ever, since the common unit of measure is 
users, the composite figures use it. In 
addition, all previous values use this unit 
of measure as well. 

Table 2 contains the composite fig¬ 
ures, but only for those sources of data 
that contained heuristics in more than 
one of the four areas. For example, the 
IDC paper as well as the PC Week paper 
referenced only help-desk staffing, so 
using these figures in a composite chart 
are not appropriate or useful. This table 
also ignores the two private-sector orga¬ 
nizational surveys due to their small CNI 
size. The remaining eight sources of data 
provide CNI staffing ratios with a mean 
of 1:42.1, and whose standard deviation 
is just 7.3 - significantly better than the 
deviations from the non-composite 
ratios. 


24 CrossTalk The Journal of Defense Software Engineering 


November 2001 

























Predicting Staff Sizes to Maintain Networks 


Research Issues to Consider 

F ollowing are some of the issues MITRE encountered that affected the research. 

Some of these issues are specific to this particular study, but most are generic 
issues associated with labor studies involving computer-networking infrastructure 
(CNI) support. 

Time Constraints 

MITRE limited this study to a three-month effort: January 2000 through March 
2000. Within this timeline, there were further tradeoffs dealing with how much 
time to spend in each area of interest vs. the thoroughness of the analysis. For 
example, how much time to spend on technical papers vs. organizational surveys 
vs. expert-opinion surveys vs. modeling. 

Technical Articles 

While staffing levels are important organizational concerns, there are surprisingly 
very few technical papers on the subject. Of the technical papers that do exist, only 
a small number (six according to this study) discuss algorithms for determining 
FTEs with regard to CNI staffing. Of the six papers that do discuss algorithms, 
most focus only on a subset of the four major areas of CNI staffing. 

Organizational Surveys 

Another surprising outcome from this study was that very few companies were 
willing to share their CNI data. 

Modeling Tools 

A few companies claim to have modeling tools for calculating CNI staffing levels. 
The costs for the presumably better COTS modeling tools are quite high; there¬ 
fore, MITRE used only one of the leading COTS tools in its study. Unfortunately, 
as the author found out during the research, the company who developed this 
COTS tool did not independently validate it, therefore, providing no confidence 
that it computed reasonable or accurate results. Also, some of the model’s inputs, 
which should be essential factors in determining FTEs, are for “informational use 
only” according to the tool’s manufacturer. 

Mapping Data 

Some of the data from the technical articles and the COTS tool required normal¬ 
ization to ensure that the data were in agreement (i.e., that the research counted 
apples as apples and oranges as oranges). Everyone seems to have slightly different 
definitions for the four primary areas of CNI support, which makes studying this 
area extremely difficult. Early on, MITRE learned that trying to make the areas of 
study too fine would prevent certain people from wanting to participate and 
would take too much time; therefore, MITRE kept the granularity at a high level 
(i.e., simple). 


Issues 

Before concluding, the reader should be 
aware of the issues MITRE encountered 
that affected the research. Some of these 
issues listed in the accompanying sidebar 
are specific to this particular study, but 
most of them are generic issues associated 
with labor studies involving CNI sup¬ 
port. Despite these issues, however, the 
author believes that the resulting data, as 
a whole, gives a realistic and accurate pic¬ 
ture of CNI staffing levels - both generi- 
cally and specifically - since there is gen¬ 
eral agreement among the four areas of 
source data. That is, the technical papers 
(while having some outliers) are in agree¬ 
ment with the organizational data, the 
technical experts, and the modeling data 
from the COTS tool. Since writing this 
article, another DoD organization (of 
about 500 technical employees) has com¬ 
mented that its CNI staffing is approxi¬ 
mately 1:42, which further supports the 
conclusions above. Another supporting 
factor is that after removing the obvious 
outliers, the deviations tighten up signif¬ 
icantly. Nevertheless, some caution is 
appropriate since there is always a chance 
that the data just happen to agree. 

Lastly, the data may not reflect opti¬ 
mal staffing levels: There is no oracle to 
tell us the optimum. Therefore, even if 
the data accurately portrays the state of 
the practice, it may not portray the opti¬ 
mum, since the state of the practice may 
not be optimal. 

Conclusions 

The method for determining support lev¬ 
els for CNIs is still an art, not a science as 
many would like. The lack of public 
information is partly due to the propri¬ 
etary nature of company information. 
Despite the problems with collecting 
CNI staffing information, the data set as 
a whole appears accurate and useful, since 
there is general agreement among the 
four sources of data. That is, the techni¬ 
cal papers, despite having some outliers, 
are in agreement with the organizational 
data, the experts’ opinions, and the mod¬ 
eling data from the COTS tool. Another 
supporting factor is that after removing 
the obvious outliers, the deviations tight¬ 
en up significantly, and the composite 
data is very tight for the newness of the 
industry. 

Nevertheless, some caution is appro¬ 
priate since there is always a chance that 
the data just happen to agree. 
Additionally, the data may not reflect 


optimal staffing levels, and there is no 
oracle to tell us the optimum. Therefore, 
even if the data accurately portrays the 
state of the practice, it may not portray 
the optimum, since the state of the prac¬ 
tice may not be optimal. 

All charts in this report focus on user- 
based ratios for determining support lev¬ 
els (FTEs). However, there are other 
ratios: for example, those based on the 
number of servers and clients. When 
using these ratios, therefore, one must 


ensure an accurate census before trying to 
estimate staffing levels. If one uses the 
user-based ratios, then that person or 
group must ensure an accurate account¬ 
ing of users in the targeted organization 
beforehand. 

Lastly, while these research findings 
focus on the private sector, they have 
application to any CNI. The most appli¬ 
cable ratio is the average overall FTE 
ratio of 1:42; that is, one FTE of CNI 
support for every 42 users with a standard 
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deviation of seven users. For example, 
one environment might have a ratio of 
around 1:35 (i.e., more support staff), 
while another environment would be 
1:49 (fewer support staff). The deviation 
is about plus-or-minus 17.3 percent of 
the mean ratio. The HD ratios should 
also have close applicability to other 
domains, since the HD area received a lot 
of attention in the literature and seems to 
have strong agreement within both the 
literature and the surveys. 

Of the remaining three CNI support 
areas — HM, SA, and CM — both the HM 
and SA ratios should provide rough esti¬ 
mates to other domains, while other 
domains may have trouble using the CM 
ratio. The state of the practice is very 
unclear with respect to CM, which is 
why applying the recommended CM 
ratio may be difficult and inaccurate for 
other domains. The state of the practice 
for HM and SA is more thorough but 
still not as solid as HD. Therefore, when 
applying HM and SA, other domains 
may need to allow for a wider variance 
than they would for HD. 

The author hopes this article will be 
helpful to many DoD and non-DoD 
organizations trying to wrestle with this 
difficult and costly problem. Hopefully 
other organizations, because of the diffi¬ 
culties MITRE encountered, will share 
information more freely in the future. 
Lastly, the author encourages colleagues 
in the DoD and private sector to pass 
along any CNI staffing data whenever 
and wherever possible. While MITRE 
collected all of the technical articles they 
could find, the author would appreciate 
hearing about any significant references 
that our searches may have missed, i.e., 


anything not listed in the references sec¬ 
tion.♦ 
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Notes 

1. TCO is a term for which there is no 
“accepted industry standard”; howev¬ 
er, the term usually includes just what 
its name says - all costs associated 
with owning a piece of hardware, 
including the support and mainte¬ 
nance. 


2. An excellent area for research, there¬ 
fore, would be 1) to compare as many 
of these models against each other as 
possible and 2) to determine their 
accuracy (i.e., attempt some sort of 
validation). Currently, there are no 
analyses in the literature (that the 
author could find) for any of these 
models. 
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